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1. PURPOSE 

Cyber-attacks and threats attempt to compromise the Confidentiality, Integrity and 

Availability (CIA) of information, computer systems, networks and databases. The main 

purpose of this Policy is to lay down a robust cyber security and cyber resilience 

framework in order to provide essential facilities and services and perform critical 

functions. This policy lays down the controls to protect information, systems, databases 

and networks from emerging cyber threats while ensuring confidentiality, integrity and 

availability. 

 

2. SCOPE 

This policy covers all information system assets that are owned or managed by MNCL 

The policy applies to all users of information assets of MNCL including employees, 

contractors, consultants, third-party personnel, vendors and any temporary employees. 

 

3. REVIEW 

The policy document should be approved by the Board of the MNCL. In case of 

deviations from the suggested framework, reasons for such deviations should also be 

provided in the policy document. The policy document should be reviewed by the CISO 

and approved by the Board at least once annually or earlier if there is any change 

required, with a view to strengthen and improve the cyber security and cyber resilience 

framework. The proposed revisions should be tabled to the Board, for review and 

approval with changes. Revision of policies should follow management process for 

control of documents and records. 
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4. EXCEPTIONS 

Any deviation in implementation of the cyber security policy should only be allowed 

after approval from the Board. The reasons for deviation should be provided in the 

policy document. All deviations shall be valid for a fixed term, with maximum term 

of 12 months. The same can be extended with approval of the Board. 

 

5. CYBER SECURITY STRATEGY AND FRAMEWORK 

The aim of the cyber security strategy and framework is to ensure the protection and 

resilience of the information assets from cyber threats and risks. The framework shall 

provide a common understanding, mapping and expression of cyber security internally 

and externally. It can be used to identify and prioritize actions for reducing cyber risks. 

The cyber security framework is formulated on the following areas: 

 Governance - Involvement of top management to take financial and operational 

decisions that go hand in hand with business goals. 

 Identification and Protection - Identify and implement controls to stop or prevent 

harm from arising cyber threats and vulnerabilities. 

 Monitoring and Detection - Analysis of the potential threats / cyber-attacks that may 

affect MNCLoperations at any point in time. 

 Response - Contingency planning and corrective actions to respond in case of a cyber 

security emergency or incident. 

 Recovery - Corrective actions and infrastructure to recover and resume the business 

critical functions after a cyber security incident. 

 

6. GOVERNANCE 

Cyber Security Governance is an integral part of enterprise governance that provides 

strategic direction, manages risk responsibility, utilizes resources optimally and monitors 

the effectiveness of the cyber security program. 
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6.1 A senior official should be designated as a Chief Information Security Officer (CISO), 

whose function would be to assess, identify and reduce cyber security risks, 

respond to incidents, establish appropriate standards and controls, and direct the 

establishment and implementation of processes and procedures as per the Cyber 

Security and Resilience Policy approved by the Board. 

6.2 The Board should constitute a Technology Committee comprising experts proficient 

in technology. The Technology Committee should, on a quarterly basis, review the 

implementation of the Cyber Security and Cyber Resilience Policy approved by the 

Board. This review should include assessment of current IT and cyber security and 

cyber resilience capabilities, set goals for a target level of cyber resilience, and 

establish a plan to improve and strengthen cyber security and cyber resilience. The 

review should be placed before the Board for appropriate action. In case of any 

unusual activities and events observed, the same should be reported to CISO or 

Senior Management. 

6.3 The Technology committee and the senior management of the MNCL, including the 

CISO, should review instances of any domestic and global cyber-attacks on quarterly 

basis, and take appropriate steps to strengthen cyber security and cyber resilience 

framework. 

6.4 Responsibilities of employees, outsourced staff, and employees of vendors, 

members or participants and other entities, who may have access or use systems / 

networks of MNCLshould be defined, aimed towards ensuring the goal of cyber 

security. 

 

7. IDENTIFY 

The aim of critical information infrastructure identification is to identify the assets 

within the scope of the cyber risks and to determine the criticality of these assets for 

the organisation. 
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7.1 ASSET MANAGEMENT 

An asset inventory is crucial for managing and maintaining assets, theft prevention, 

monitoring, performing reviews of assets, replacing faulty systems and discarding 

systems. The asset inventory should capture the criticality of assets. It is also an 

important aspect of risk management. 

 
CYBER SECURITY MEASURES 

7.1.1 Assets within the scope of cyber risks should be clearly identified. 

7.1.2 Identification of assets is an ongoing activity and should be reviewed on a 

quarterly basis to address changes in business environment and technologies. 

7.1.3 An updated inventory of all assets such as hardware, software, services along 

with their ownership should be maintained. 

7.1.4 Along with the inventory, information asset classification should be agreed and 

documented for each of the assets. 

7.1.5 Depending upon the functionality, criticality for business operations, 

interdependencies and classification, levels of protection commensurate with 

the importance of assets should be identified and controls should be 

implemented. 

7.1.6 A quarterly review of the inventory should be conducted and updated 

accordingly. 

7.1.7 Any system / media taken out of the office should only be allowed after proper 

authorization. 

7.1.8 Any system /media connecting to critical IT assets should only be allowed after 

proper authorization. 
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7.2 RISK ASSESSMENT AND MANAGEMENT 

The purpose of risk assessment is to identify, quantify, and prioritize key cyber security 

risks against criteria for risk acceptance and objectives relevant to the environment. 

The results should guide and determine the appropriate management action and 

priorities for managing cyber security risks and for implementing controls selected to 

protect against these risks. 

CYBER SECURITY MEASURES 

7.2.1 Cyber security risk assessment should be performed to identify the cyber 

security threat and risk possessed by such threats. A risk-based approach 

should be established and a comprehensive strategy should be implemented, 

to avoid, mitigate, accept or transfer risk posed by cyber threats. 

7.2.2 The process of assessing risks and selecting controls needs to be performed a 

number of times to cover different parts of the environment or individual 

information systems. 

7.2.3 Risk assessment should be conducted by the information asset owners annually 

or when significant changes occur. 

7.2.4 The following process should be followed as part of risk assessment and risk 

management methodology to combat cyber risks: 

 Identify and classify information assets. 

 Identify the associated cyber security threats to the information assets. 

 Identify the associated vulnerabilities to the information assets. 

 Determine the business impact cyber security threats will have if 

confidentiality, integrity and availability is breached. Determine the 

likelihood of vulnerabilities being exploited by threats. Identify the current 

risks. 

 Develop risk treatment plan and implement control measures to mitigate 

the risks. 

 Evaluate the residual risks. 
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 Review the protection and detection measures and continuously improve 

the cyber security program 

 

8. PROTECTION 

Adequate protection mechanisms and policy / processes should be put in place to 

protect information assets from unauthorised access, irrespective of whether 

information is stored, in transit, within the organisation or shared with third parties. 

 
8.1 ACCESS CONTROLS 

Access control governs access to information and information processing facilities 

including databases, servers, desktop and laptop clients, applications, operating 

systems and network services etc. and prevents unauthorized access to such resources. 

CYBER SECURITY MEASURES 

8.1.1 Proper access control mechanisms should be put in place in order to prevent 

unauthorized access to such critical IT resources. 

8.1.2 No person by virtue of rank or position should have any inherent right to access 

confidential data, applications, system resources or facilities. 

8.1.3 Access provided to information asset, systems, applications, networks, 

databases, etc., should be for a defined purpose, based on the principle of least 

privilege and provided only after appropriate approval. 

8.1.4 Access should be granted on a “need to know” and “need to have” basis. 

8.1.5 Access to systems should be controlled using strong passwords. Strong password 

controls for users’ access to systems, applications, networks and databases 

must be implemented. Password controls should include a change of password 

upon first log-on, minimum password length, password history, password 

complexity as well as maximum validity period. 

8.1.6 Account access should lock user after five consecutive incorrect password 

attempts. 
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8.1.7 It should be ensured that the user credential data is stored using strong and 

latest hashing algorithms. 

8.1.8 Administrative rights on end-user workstations /PCs / laptops should be 

disallowed. 

8.1.9 Process for timely revocation of access should be implemented (e.g. when the 

user quits the organization or gets transferred). 

8.1.10 User IDs should be unique. Generic IDs should be restricted unless a business / 

technical need is identified and appropriate approvals are obtained. 

8.1.11 Default system user IDs should be renamed and / or password changed to 

prevent unauthorized access at the time of installation. 

8.1.12 It should be ensured that records of user access are uniquely identified and 

logged for audit and review purposes. Such logs should be maintained and 

stored in encrypted form for a time period of not less than two (2) years. 

8.1.13 Additional controls and security measures should be deployed to supervise 

staff with elevated system access entitlements such as admin or privileged 

users. Such controls and measures should include restricting the number of 

privileged users, monitoring of privileged users’ activities, disallowing 

privileged users from accessing systems logs in which their activities are being 

captured, strong controls over remote access by privileged users, etc. 

8.1.14 Quarterly review of users along with the access rights granted to systems 

should be carried out to detect any unwanted privileges, orphan accounts and 

dormant accounts. 

8.1.15 Employees and outsourced staff such as employees of vendors or service 

providers, who may be given authorized access to critical systems, networks 

and other computer resources, should be subject to stringent supervision, 

monitoring and access restrictions. 

8.1.16 Two-factor authentication at log-in should be implemented for all users that 

connect using online / internet facility. 
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8.1.17 Limited or restricted remote access should be provided through VPN. Access 

should be provided only upon authorization. 

8.2 EMAIL SECURITY 

8.2.1 A secure email system should be implemented. 

8.2.2 Measures like anti-spam services, gateway level anti-virus, blocking of 

attachments with extensions like .exe, VBA, bat etc., blocking of auto 

forwarding of emails should be implemented. 

8.2.3 Acceptable usage of email should be part of Acceptable Usage Policy. 

8.2.4 Users should be made aware of email security through cyber awareness 

sessions. 

 
8.3 INTERNET SECURITY 

8.3.1 An Internet access policy to monitor and regulate the use of internet and 

internet based services such as social media sites, cloud-based internet storage 

sites, etc. should be formulated. 

8.3.2 Secure gateway (proxy) for internet service should be implemented. 

8.3.3 URL filtering control and blacklisting / whitelisting of websites should be 

implemented. 

 
8.4 PHYSICAL SECURITY 

Information assets needs to be protected in order to avoid unauthorised physical 

access, damage and interference to the organisation’s premises and information. 

CYBER SECURITY MEASURES 

8.4.1 Security perimeters should be used to protect areas that contain information 

and information processing facilities. 

8.4.2 Security perimeter of critical or sensitive information assets and information 

processing facilities should be physically secured and monitored by employing 

physical, human and procedural controls such as the use of security guards, 

CCTVs, card access systems, etc. where appropriate. 
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8.4.3 Access to secure areas should be controlled and restricted to authorised 

persons only. Authentication controls should be used to authorize and validate 

all access and an audit trail of all access should be maintained. 

8.4.4 Physical access to outsourced staff, third party users or visitors should be 

granted only when required and should be properly authorised and monitored. 

8.4.5 Access rights to secure areas should be reviewed on a quarterly basis and 

updated and revoked immediately when the same is no longer required. 

8.4.6 Physical access log of secure areas should be reviewed on a quarterly basis. 

8.4.7 Physical security plans with proper annual maintenance, service plan and 

urgent dealings with downtimes should be implemented. 

 
8.5 SECURITY PATCH MANAGEMENT 

Patch management should be implemented in an effective, systematic and repeatable 

manner in order to reduce the risks resulting from exploitation of published technical 

vulnerabilities. 

CYBER SECURITY MEASURES 

8.5.1 A patch management procedure should be defined and implemented which 

should include the identification, categorization and prioritization of security 

and critical patches. An implementation timeframe for each category of 

security and critical patches should be established to implement patches in a 

timely manner. 

A documented risk-based strategy for identifying IT components that need to be 

patched, identification of patches and applying patches so as to minimize the 

number of vulnerable systems and the time window of vulnerability/exposure 

should be followed. 

8.5.2 Only OEM / vendor provided and approved patches should be deployed on the 

systems. The IT team should monitor the release of patches by OEM / vendor 

and should apply the security and critical patches. Emergency patch 

management process should be put in place for critical / security patches 
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released to address zero-day attacks / vulnerabilities. If a patch / series of 

patches is / are released by the OEM / vendor for protection against well- 

known / well publicized /reported attacks exploiting the vulnerability patched, 

mechanism to apply such patches expeditiously following an emergency patch 

management process must be put in place. Change management process 

should be followed for deployment of patches. 

8.5.3 Testing of patches before deployment into the production environment should 

be carried out, so as to ensure that the application of patches do not impact 

production or other systems. 

8.5.4 Quarterly review should be carried out to verify installation of critical patches. 

8.5.5 Patches for end systems should be pushed from a centralized patch 

management system. 

8.6 VULNERABILITY ASSESSMENT AND PENETRATION TESTING (VAPT) 

Vulnerability Assessment and penetration testing should be performed to detect 

vulnerabilities in the system in order to reduce the probability of a threat and for 

checking how effective the controls are in preventing unauthorized access due to these 

vulnerabilities. 

 
CYBER SECURITY MEASURES 

8.6.1 Vulnerability assessment and penetration testing should be conducted for 

critical systems, network devices, and applications, at least once in a year to 

detect vulnerabilities and for checking how effective the controls are in 

preventing unauthorised access due to these vulnerabilities. Further, MNCL 

shall engage only Indian Computer Emergency Response Team (CERT-In) 

empaneled organizations for conducting VAPT at least once in a financial year. 

The final report on said VAPT shall be submitted to SEBI after approval from 

Technology Committee of respective Stock Broker within 1 month of 

completion ofVAPT activity. 



Confidential For Internal Use Only Page 13 

   

 

8.6.2 VAPT should be planned and documented and remedial actions should be 

immediately taken to address gaps that are identified during vulnerability 

assessment and penetration testing. 

8.6.3 Closure reports pertaining to testing should be documented and reported to 

management. 

8.6.4 A process should be laid down to perform vulnerability scanning and conduct 

penetration testing prior to the commissioning of a new system. 

8.6.5 Any gaps or vulnerabilities detected shall be remedied on immediate basis and 

compliance of closure of findings identified during VAPT shall be submitted to 

SEBI within 3 months post the submission of final VAPT report. 

 
8.7 SECURITY OF DATA 

Adequate protection mechanisms and policy and processes should be put in place to 

protect information assets from unauthorised access, irrespective of whether the 

information is stored, in transit, within the organisation or shared with third parties. 

CYBER SECURITY MEASURES 

8.7.1 A comprehensive data loss / leakage prevention strategy to safeguard sensitive 

confidential information should be developed. The strategy should include 

protecting data processed in end point devices, data in transmission / motion, 

as well as data stored in systems. Protection mechanisms should cover use of 

all such devices that can be used for capturing and transmission of data. 

8.7.2 It should be ensured that similar cyber security measures for data protection 

are implemented at vendor managed facilities as well. 

8.7.3 Strong encryption methods such as Advanced Encryption Standard (AES), RSA, 

SHA-2, etc. should be used and implemented for data in motion. Critical data at 

rest should be encrypted using strong encryption methods such as Advanced 

Encryption Standard (AES), RSA, SHA-2, etc. 

8.7.4 Security of data should be ensured during data migration to ensure data 

integrity, completeness, confidentiality, consistency and continuity. 
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8.7.5 Measures should be implemented to prevent unauthorized access or copying 

or transmission of data / information held in contractual or fiduciary capacity. 

It should be ensured that confidentiality of information is not compromised 

during the process of exchanging and transferring information with external 

parties. 

8.7.6 Access to removable media drives like USB ports should be disabled and only 

authorized data storage devices through appropriate validation processes 

should be allowed. Critical and sensitive information stored in removable 

media should be secured. 

 
8.8 DISPOSAL AND TRANSFER OF SYSTEMS AND STORAGE DEVICES 

Secure disposal and transfer process and tools to ensure that all the systems / media 

that stores critical information are securely disposed-off or physically destroyed should 

be implemented. 

CYBER SECURITY MEASURES 

8.8.1 Storage devices and systems should be disposed off securely and safely when 

no longer required to minimize the risk of sensitive information leakage to 

unauthorised persons. 

8.8.2 The data / information residing on storage devices and systems should be 

removed prior to disposal, by using methods viz. wiping / cleaning / 

overwrite, degauss and physical destruction, as applicable, to make the 

original information non- retrievable. 

8.8.3 Systems / media should not be taken offsite without proper authorization. 

8.8.4 Logs of transfer and disposal of systems / media should be maintained. 
 
 

8.9 HARDENING OF SOFTWARE, HARDWARE AND NETWORK DEVICES 

IT systems should be hardened in order to reduce cyber risks arising due to vulnerable 

configuration, default credentials, default rule set. 

CYBER SECURITY MEASURES 
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8.9.1 Baseline security configuration for IT systems including for critical servers, 

OS, end points, database, and network devices should be documented and 

implemented. 

8.9.2 During the hardening process, default passwords should be replaced with 

strong passwords, any unwanted services must be removed / disabled, ports 

must be monitored continuously and any unused ports found must be 

blocked 

8.9.3 Configuration review and regular enforcement checks against the baseline 

security configuration document should be carried out periodically to ensure 

that the baseline standards are applied uniformly. 

8.9.4 It should be ensured that any new IT system to be deployed in the 

production environment adheres to the baseline security configuration 

document. 

8.10 APPLICATION SECURITY LIFE CYCLE 

Any vendor performing application development and/or maintenance should 

incorporate information security principles in all aspects of application life cycle. 

CYBER SECURITY MEASURES 

8.10.1 Development, Production and testing environment must be properly 

segregated. 

8.10.2 Security requirements like system access control, audit trails, data integrity, 

must be addressed. 

8.10.3 Secure coding principles should be used in case of software development. 

Software / application development practices must address the 

vulnerabilities based on best practices baselines such as Open Web 

Application Security Project (OWASP) for all web based applications. 

8.11 APPLICATION SECURITY AND TESTING 

8.11.1 Application development vendors should perform regression testing for new 

application or in case of a significant modification done in current 

application. The scope of tests should cover business logic, security controls 
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and system performance under various stress-load scenarios and recovery 

conditions. 

8.11.2 Application security testing of web applications throughout their lifecycle (pre- 

implementation, post implementation, after changes) in environment closely 

resembling or replica of production environment should be conducted. 

8.12 CHANGE MANAGEMENT 

Formal change management procedures should be documented and enforced in order 

to minimize the corruption of information systems. Introduction of new systems and 

major changes to existing systems should follow a formal process of documentation, 

specification, testing, quality control and managed implementation. 

CYBER SECURITY MEASURES 

8.12.1 Changes should be carried out only after proper approval and procedures 

should be laid down to carry out emergency changes. 

8.12.2 All critical changes should be initially deployed and tested in the testing 

environment before deploying in production. If testing environment is not 

available, backup of target system should be taken before deployment in the 

production environment. 

8.12.3 A record of all changes should be maintained. 

8.12.4 A version control of all software updates should be maintained. 

8.13 PREVENTING EXECUTION OF UNAUTHORISED SOFTWARE 

Execution of unauthorised or suspicious software may pose serious threats to the 

organisation and hence controls over execution of software programs should be 

implemented. 

CYBER SECURITY MEASURES 

8.13.1 An up-to-date and preferably centralised inventory of authorised / unauthorised 

software(s) should be maintained. 

8.13.2 Only IT department should have the right to install authorised software. 
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8.13.3 IT team should carry out quarterly checks on all systems to ensure that only 

authorized software and licensed products are installed. 

8.13.4 End user systems should not be allowed to download / run any software / utility 

from internet. 

8.13.5 Local admin user access should be denied on end user systems. 

 

8.14 NETWORK SECURITY PROTECTION 

Perimeter zone is mostly prone to external threats and attacks originating from outside 

the organizational network and therefore must be adequately protected. 

CYBER SECURITY MEASURES 

8.14.1 The defence of network boundary should be multi-layered with properly 

configured firewalls, proxies, DMZ perimeter networks and Intrusion 

Prevention System. Mechanism to filter both inbound and outbound traffic to 

be put in place. 

8.14.2 IT infrastructure must be protected from security threats originating from 

internal and external sources by deploying appropriate network perimeter 

security devices such as firewall, intrusion prevention systems, intrusion 

detection systems with updated signatures 

8.14.3 Anti-virus software should be installed on servers and other computer 

systems. Updation of virus definition files and automatic anti-virus scanning 

should be done on a regular basis. 

8.14.4 An up-to-date network architecture diagram should be documented and 

maintained. 

8.14.5 All the network devices should be configured appropriately and should be 

assessed on a six monthly basis to ensure whether the configurations are 

appropriate to the desired level of network security. 

8.14.6 Appropriate controls to secure wireless local area networks, wireless access 

points should be implemented. 
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8.15 VENDORS OR SERVICE PROVIDERS RISK MANAGEMENT 

Vendor Risk Management plays an important role in the protection of organisation’s 

data. The responsibility, accountability and ownership, of outsourced activities lies 

primarily with the organisation for activities which are outsourced to different 

agencies / vendors / service providers. Therefore, it should be ensured that 

appropriate level of information security and service delivery in line with the third- 

party service level agreement is maintained and implemented. 

CYBER SECURITY MEASURES 

8.15.1 Risk assessment should be conducted to identify potential risks as a result of 

outsourcing critical activities to a third party or vendor or service provider. 

8.15.2 A formal contract should be signed between MNCLand the third-party 

providing services to the organisation or using its information systems 

8.15.3 Third party services should be documented in a Service Level Agreement 

(‘SLA’) that takes into consideration expected levels of service, security, 

monitoring, contingency and any other specific business requirements. 

8.15.4 Non-disclosure / Confidentiality agreements should be signed by the third 

party and the sub-contractors prior to sharing of any sensitive information. 

8.15.5 It should be ensured that third party organizations perform the background 

verification for its employees and accordingly provide assurance. 

8.15.6 Security controls and service levels of critical third parties should be 

assessed, reviewed and monitored by conducting vendor assessments. 

8.15.7 Appropriate authentication process for confirming the authenticity of the 

vendor providing support, service and maintenance should be adhered to. 

8.15.8 Stringent supervision, monitoring and access restrictions for outsourced staff 

such as employees of vendors or service providers, who may be given 

authorized access to critical systems, networks and other computer 

resources should be exercised. 

8.15.9 All sensitive information and permissions (like access cards, equipment, 

access controls etc.) should be collected and returned on departure of any 
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third-party vendor or vendor employees from the contract. All the effective 

accounts provided to vendor should be disabled immediately. 

8.15.10 Annual report submitted to SEBI should highlight the critical activities 

handled by the vendors and certify that the requirements of the Policy have 

been complied. 

 

9. MONITORING AND DETECTION 

Appropriate measures should be implemented to quickly identify cybersecurity events. 

Continuous monitoring should be done to detect anomalous activity and other threats 

to operational continuity. 

9.1 INCIDENT DETECTION 

Adequate controls for timely detection of security incidents should be implemented. 

CYBER SECURITY MEASURES 

9.1.1 Appropriate security monitoring systems and processes to facilitate 

continuous monitoring of security events and timely detection of 

unauthorized or malicious activities, unauthorized changes, unauthorized 

access and unauthorized copying or transmission of data / information held 

in contractual or fiduciary capacity, by internal and external parties should 

be established. 

9.1.2 The security and user activity logs of systems, applications and network devices 

should be enabled and monitored for anomalies. Minimum information like 

information originating source, timestamp, activity, user details, which is 

required for information security monitoring should be captured. 

9.1.3 Mechanism must be put in place to ensure that suitable alerts are generated in 

the event of detection of unauthorized or abnormal system activities, 

transmission errors or unusual online transactions. 

9.1.4 Alerts generated from monitoring and detection systems should be suitably 

investigated, including impact and forensic analysis of such alerts, in order to 

determine activities that are to be performed to prevent expansion of such 
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incident of cyber-attack or breach, mitigate its effect and eradicate the 

incident. 

9.1.5 Logging facilities and log information should be protected against unauthorized 

access. 

9.1.6 The clocks of all relevant information processing systems should be 

synchronized with an accurate time source. 

9.1.7 To ensure high resilience, high availability and timely detection of attacks on 

systems and networks, suitable mechanism to monitor capacity utilization of its 

critical systems and networks should be implemented. 

9.2 AUDIT 

9.2.1 IT systems should be audited by an independent CISA / CISM qualified or CERT- 

IN empanelled auditor to check compliance with the policy. 

 

10. RESPONSE AND RECOVERY 

Appropriate measures should be implemented to take action regarding a detected 

cybersecurity event and contain the impact of a potential cybersecurity incident. 

CYBER SECURITY MEASURES 

10.1 Alerts generated from monitoring and detection systems should be suitably 

investigated, including impact and forensic analysis of such alerts, in order to 

determine activities that are to be performed to prevent expansion of such 

incident of cyber-attack or breach, mitigate its effect and eradicate the incident. 
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10.2 Incident management process should be followed to address cyber incidents. All 

cyber incidents should be reported to CISO. 

10.3 A response and recovery plan to ensure systems affected by incidents of cyber- 

attacks or breaches are restored in a timely manner should be put in place. The 

recovery plan should be in line with the Recovery Time Objective (RTO) and 

Recovery Point Objective (RPO) as specified by SEBI for Market Infrastructure 

Institutions vide SEBI circular CIR/MRD/DMS/17/20 dated June 22, 2012 as 

amended from time to time. 

10.4 Responsibilities and actions to be performed by employees and support or 

outsourced staff in the event of cyber-attacks or breach of cyber security 

mechanism must be well defined in the response and recovery plan. 

10.5 BCP / DR capabilities should adequately and effectively support the cyber 

resilience objectives and should be so designed to enable the organization to 

recover rapidly from cyber-attacks / other incidents and safely resume critical 

operations aligned with recovery time objectives while ensuring security of 

processes and data is protected. It should be ensured that data is available at the 

Disaster Recovery (DR) site. 

10.6 Critical data should be backed up regularly and must be protected offsite to avoid 

loss of backup data. 

10.7 Any incident of loss or destruction of data or systems should be thoroughly 

analysed and lessons learned from such incidents should be incorporated to 

strengthen the security mechanism and improve recovery planning and 

processes. 

10.8 Annual drills to test the adequacy and effectiveness of response and recovery plan 

should be conducted. The learnings should be incorporated in plan. 
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11. SHARING OF INCIDENTS WITH RELEVANT AUTHORITIES 

Information regarding threats experienced and cyber-attacks should be shared with 

relevant authorities. Sharing the incidents with relevant authorities will help to avert 

and alert other similar organizations. 

 
CYBER SECURITY MEASURES 

11.1 Quarterly reports containing information on cyber-attacks and threats 

experienced by us and measures taken to mitigate vulnerabilities, threats and 

attacks should be submitted to SEBI in a soft copy. 

11.2 Such details as are felt useful for sharing with other MNCL in masked and 

anonymous manner should be shared using mechanism to be specified by SEBI 

from time to time. 

11.3 The information/reports shall be shared through the dedicated e-mail id 

vapt_reports@sebi.gov.in 

mailto:vapt_reports@sebi.gov.in
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11.4 The incidents of Annexure-I can be reported to CERT-In via email incident@cert- 

in.org.in , Phone (1800-11-4949) and Fax (1800-11-6969). 

 
11.5 Further, CERT-In No-20(3)/2022 dated 28th April 2022, Designate a Point of 

Contact to interface with CERT-In. The Information relating to a Point of 

Contact shall be sent to CERT-In in the format specified in Annexure-II. 

 
 
 
 
 

 

12. TRAINING 

12.1 Information and cyber security awareness training should be mandatory during 

employee induction process. 

12.2 Quarterly training programs to enhance awareness level among the employees 

and outsourced staff, vendors, etc. on IT / Cyber security policy and standards 

should be conducted. 

12.3 The training program should be reviewed and updated to ensure that the 

contents of the program remain current and relevant. 

12.4 A record of evidence of trainings being carried out should be maintained. 
 
 

 

Annexure I 

Types of cyber security incidents mandatorily to be reported by service providers, 
intermediaries, data centres, body corporate and Government organizations to CERT-In: 

 
[Refer Rule 12(1)(a) of The Information Technology (The Indian Computer Emergency 
Response Team and Manner of Performing Functions and Duties) Rules, 2013] 
i) Targeted scanning/probing of critical networks/systems 

ii) Compromise of critical systems/information 

iii) Unauthorized access of IT systems/data 

mailto:incident@cert-in.org.in
mailto:incident@cert-in.org.in
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iv) Defacement of website or intrusion into a website and unauthorized changes such as 
inserting malicious code, links to external websites etc. 

v) Malicious code attacks such as spreading of virus/worm/Trojan/Bots/ 
Spyware/Ransomware/Cryptominers. 

vi) Attack on servers such as Database, Mail and DNS and network devices such as Routers 

vii) Identity Theft, spoofing and phishing attacks 

viii) Denial of Service (DoS) and Distributed Denial of Service (DDoS) attacks 

ix) Attacks on Critical infrastructure, SCADA and operational technology systems and 

Wireless networks 

x) Attacks on Application such as E-Governance, E-Commerce etc. 

xi) Data Breach 

xii) Data Leak 

xiii) Attacks on Internet of Things (IoT) devices and associated systems, networks, software, 
servers 

xiv) Attacks or incident affecting Digital Payment systems 

xv) Attacks through Malicious mobile Apps 

xvi) Fake mobile Apps 

xvii) Unauthorized access to social media accounts 

xviii) Attacks or malicious/ suspicious activities affecting Cloud computing 
systems/servers/software/applications 

xix) Attacks or malicious/suspicious activities affecting systems/ servers/ networks/ 
software/ applications related to Big Data, Block chain, virtual assets, virtual asset 
exchanges, custodian wallets, Robotics, 3D and 4D Printing, additive manufacturing, 
Drones 

xx) Attacks or malicious/ suspicious activities affecting systems/ servers/software/ 
applications related to Artificial Intelligence and Machine Learning 
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Annexure-II 

 
Format for providing Point of Contact (PoC) information by Service providers, 

intermediaries, data centres, body corporate and Government organisations to CERT-In 

The Information relating to the Point of Contact shall be sent to CERT-In via email 

(info@cert-in.org.in) in the format specified below and shall be updated from time to time: 

 

Name  

Designation  

Organisation Name  

Office Address  

Email ID  

mailto:(info@cert-in.org.in
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Mobile No.  

Office Phone  

Office Fax  

 
 
 
 
 
 
 
 
 
 
 
 
 

 
END 


